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10 CFR Ch. I (1–1–06 Edition) § 73.25 

PHYSICAL PROTECTION OF SPECIAL 
NUCLEAR MATERIAL IN TRANSIT 

§ 73.25 Performance capabilities for 
physical protection of strategic spe-
cial nuclear material in transit. 

(a) To meet the general performance 
objective and requirements of § 73.20 an 
in-transit physical protection system 
shall include the performance capabili-
ties described in paragraphs (b) 
through (d) of this section unless oth-
erwise authorized by the Commission. 

(b) Restrict access to and activity in 
the vicinity of transports and strategic 
special nuclear material. To achieve 
this capability the physical protection 
system shall: 

(1) Minimize the vulnerability of the 
strategic special nuclear material by 
using the following subfunctions and 
procedures: 

(i) Preplanning itineraries for the 
movement of strategic special nuclear 
material; 

(ii) Periodically updating knowledge 
of route conditions for the movement 
of strategic special nuclear material; 

(iii) Maintaining knowledge of the 
status and position of the strategic 
special nuclear material en route; and 

(iv) Determining and communicating 
alternative itineraries en route as con-
ditions warrant. 

(2) Detect and delay any unauthor-
ized attempt to gain access or intro-
duce unauthorized materials by stealth 
or force into the vicinity of transports 
and strategic special nuclear material 
using the following subsystems and 
subfunctions: 

(i) Controlled access areas to isolate 
strategic special nuclear material and 
transports to assure that unauthorized 
persons shall not have direct access to, 
and unauthorized materials shall not 
be introduced into the vicinity of, the 
transports and strategic special nu-
clear material, and 

(ii) Access detection subsystems and 
procedures to detect, assess and com-
municate any unauthorized penetra-
tion (or such attempts) of a controlled 
access area by persons, vehicles or ma-
terials so that the response will satisfy 
the general performance objective and 
requirements of § 73.20(a). 

(3) Detect attempts to gain unauthor-
ized access or introduce unauthorized 

materials into the vicinity of trans-
ports by deceit using the following sub-
systems and subfunctions: 

(i) Access authorization controls and 
procedures to provide current author-
ization schedules and access criteria 
for persons, materials and vehicles; and 

(ii) Access controls and procedures to 
verify the identity of persons, mate-
rials and vehicles, to assess such iden-
tity against current authorization 
schedules and access criteria before 
permitting access, and to initiate re-
sponse measures to deny unauthorized 
entries. 

(c) Prevent or delay unauthorized 
entry or introduction of unauthorized 
materials into, and unauthorized re-
moval of, strategic special nuclear ma-
terial from transports. To achieve this 
capability the physical protection sys-
tem shall: 

(1) Detect attempts to gain unauthor-
ized entry or introduce unauthorized 
materials into transports by deceit 
using the following subsystems and 
subfunctions: 

(i) Access authorization controls and 
procedures to provide current author-
ization schedules and entry criteria for 
access into transports for both persons 
and materials; and 

(ii) Entry controls and procedures to 
verify the identity of persons and ma-
terials and to permit transport entry 
only to those persons and materials 
specified by the current authorization 
schedules and entry criteria. 

(2) Detect attempts to gain unauthor-
ized entry or introduce unauthorized 
material into transports by stealth or 
force using the following subsystems 
and subfunctions: 

(i) Transport features to delay access 
to strategic special nuclear material 
sufficient to permit the detection and 
response systems to function so as to 
satisfy the general performance objec-
tive and requirements of § 73.20(a); 

(ii) Inspection and detection sub-
systems and procedures to detect unau-
thorized tampering with transports and 
cargo containers; and 

(iii) Surveillance subsystems and 
procedures to detect, assess and com-
municate any unauthorized presence of 
persons or materials and any unauthor-
ized attempt to penetrate the transport 
so that the response will satisfy the 
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general performance objective and re-
quirements of § 73.20(a). 

(3) Prevent unauthorized removal of 
strategic special nuclear material from 
transports by deceit using the fol-
lowing subsystems and subfunctions: 

(i) Authorization controls and proce-
dures to provide current schedules for 
authorized removal of strategic special 
nuclear material which specify the per-
sons authorized to remove and receive 
the material, the authorized times for 
such removal and receipt and author-
ized places for such removal and re-
ceipt. 

(ii) Removal controls and procedures 
to establish activities for transferring 
cargo in emergency situations; and 

(iii) Removal controls and procedures 
to permit removal of strategic special 
nuclear material only after 
verification of the identity of persons 
removing or receiving the strategic 
special nuclear material, and after 
verification of the identity and integ-
rity of the strategic special nuclear 
material being removed from trans-
ports. 

(4) Detect attempts to remove stra-
tegic special nuclear material from 
transports by stealth or force using the 
following subsystems and subfunctions: 

(i) Transport features to delay unau-
thorized strategic special nuclear ma-
terial removal attempts sufficient to 
assist detection and permit a response 
to satisfy the general performance ob-
jective and requirements of § 73.20(a); 
and 

(ii) Detection subsystems and proce-
dures to detect, assess and commu-
nicate any attempts at unauthorized 
removal of strategic special nuclear 
material so that response to the at-
tempt can be such as to satisfy the 
general performance objective and re-
quirements of § 73.20(a). 

(d) Respond to safeguards contin-
gencies and emergencies to assure that 
the two capabilities in paragraphs (b) 
and (c) of this section are achieved, and 
to engage and impede adversary forces 
until local law enforcement forces ar-
rive. To achieve this capability, the 
physical protection system shall: 

(1) Respond rapidly and effectively to 
safeguards contingencies and emer-
gencies using the following subsystems 
and subfunctions: 

(i) A security organization composed 
of trained and qualifed personnel, in-
cluding armed escorts, one of whom is 
designated as escort commander, with 
procedures for command and control, 
to execute response functions. 

(ii) Assessment procedures to assess 
the nature and extent of security re-
lated incidents. 

(iii) A predetermined plan to respond 
to safeguards contingency events. 

(iv) Equipment and procedures to en-
able responses to security related inci-
dents sufficiently rapid and effective to 
achieve the predetermined objective of 
each action. 

(v) Equipment, vehicle design fea-
tures, and procedures to protect secu-
rity organization personnel, including 
those at the movement control center, 
in their performance of assessment and 
response related functions. 

(2) Transmit detection, assessment 
and other response related information 
using the following subsystems and 
subfunctions: 

(i) Communications equipment and 
procedures to rapidly and accurately 
transmit security information among 
armed escorts. 

(ii) Equipment and procedures for 
two-way communications between the 
escort commander and the movement 
control center to rapidly and accu-
rately transmit assessment informa-
tion and requests for assistance by 
local law enforcement forces, and to 
coordinate such assistance. 

(iii) Communications equipment and 
procedures for the armed escorts and 
the movement control center personnel 
to notify local law enforcement forces 
of the need for assistance. 

(3) Establish liaisons with local law 
enforcement authorities to arrange for 
assistance en route. 

(4) Assure that a single adversary ac-
tion cannot destroy the capability of 
armed escorts to notify the local law 
enforcement forces of the need for as-
sistance. 

[44 FR 68188, Nov. 28, 1979] 

§ 73.26 Transportation physical protec-
tion systems, subsystems, compo-
nents, and procedures. 

(a) A transportation physical protec-
tion system established pursuant to 
the general performance objectives and 
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